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Abstract

Thereareseveralapplication�elds in which parallelprocessingis anessentialtool.
Usingparallelarchitectures,it is possibleto solve verycomplex problemsthatneed
high computingpower. In this context, clustercomputinghasbecomean excel-
lent alternative to mainframes,usuallymuchmore expensive. In order to exploit
all availableresourcesandto try to achieve optimumperformance,ef�cient cluster
managementtoolsareneeded.Whenlooking for sucha managerfor theclustersof
our researchlab we werenot satis�ed with the servicesandlevel of con�guration
providedby themostpopularsystemslike ComputingCenterSoftware,DQS,and
PortableBatchSystem. Althoughverypowerful andcon�gurable,thesesystemare
reasonablycomplex to installandcon�gure. Thereforewedecidedto implementour
own managementsystem,a highly con�gurableone,but easierto install andto use.
CRONO is beingusedfor the last6 monthsto manageour threeLinux clustersand
it is alreadyvery stable. Eachclusterhasits own peculiarities,having a different
numberof nodes(4, 16, and32), differentinterconnectionnetworks(combinations
of SCI,Fast-EthernetandMyrinet) andalsodifferentuserpro�les. Althoughbeing
simpleto installandcon�gure,CRONO is ahighly con�gurablesystem,allowing the
systemmanagerto con�gure theaccessprivilegesindividually for eachmachineand
groupof users.

1 Intr oduction

Clusterarchitectures[1] arebecomingaveryattractivealternativewhenhighperfor-
manceis needed.With a very goodcost/performancerelationandgoodscalability
big clustersystemswith hundredof nodesarebecomingmorepopularin universi-
ties,researchlabsandindustries.Linux is usuallytheoperatingsystemusedin these
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systemsbecauseit' s free,ef�cient andverystable.Oneremainingproblemin sucha
systemis to manageall thenodesef�ciently asonemachineanddealwith issueslike
accessrights, time andspacesharing,reservationandjobsqueuing.Whenlooking
for suchamanagerfor theclustersof ourresearchlab1 wewerenotsatis�edwith the
servicesandlevel of con�gurationprovidedby themostpopularsystemslike Com-
putingCenterSoftware[2], DQS[3] andPortableBatchSystem[4]. Althoughvery
powerful andcon�gurable,thesesystemsarereasonablycomplex to install andcon-
�gure. Thereforewe decidedto implementour own managementsystem,a highly
con�gurableone,but easyto install andto use.Althoughbeingsimpleto install and
con�gure, CRONO is a highly con�gurablesystem,allowing thesystemmanagerto
con�gure theaccessprivilegesindividually for eachmachineandgroupof users.

This paperpresentstheCRONO clustermanagementsystemandis organizedas
follows. Section2 presentssomeadvantagesof managingclustersonLinux. Section
3 givesanoverview of themainfunctionalitiesof CRONO andsection4 describesits
architectureandmaincon�guration�les. Section5 showshow easyis to install and
con�gure CRONO andsection6 discusstheuseof CRONO in our lab. In section7
our conclusionsarepresented.

2 Cluster Managementover Linux

The CRONO systemwasdevelopedto be a highly con�gurablemanagerfor Linux
clusters. It hasbeencodedusing the C languageand rely on several scriptsand
con�guration �les to beadaptedto speci�c administrationneedsandmachinecon-
�gurations. TheLinux operatingsystemhasseveraladvantagesfor thedevelopment
of a clustermanagementsystem(CMS). Linux is an opensourcesystemand its
con�guration �les areverysimpleto readandmodify, thereforetheCMS cande�ne
environmentvariablesandaccessrestrictionseasily. Anothermainadvantageis the
possibility to modify thekernelto provide bettersupportto the CMS. This is very
usefulwhen,for example,the CMS needsto managenot only nodes,but alsoother
resourceslike memory, processorandnetwork adapters.

3 CronoMain Functionalities

CRONO providestwo basicallocationmodes,space-sharingandtime-sharing.The
�rst one is usedwhen the userneedsexclusive accessto allocatednodes,for ex-
amplewhenapplicationperformanceis being measured.The secondone is used
in situationswherethe usersareonly testingtheir programsand,therefore,do not
careaboutperformance.Space-sharingis a very interestingalternative in teaching
environments,allowing largegroupsof studentsto usetheclusterat thesametime.

Anothermain featureof CRONO is its �e xibility to de�ne accessrights. Using
con�guration �les thesystemadministratorcancreateusercategoriesandassociate
accessrestrictionsto thesecategoriesor to individual users.Theserestrictionsare
de�ned by the maximumtime andmaximumamountof nodesusedin allocations
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andreservations.Thereis alsothepossibilityto de�ne restrictionsbasedonperiods
of theday, dayof theweekandtargetmachine.

To con�gure the executionenvironmentfor programs,CRONO suppliesscripts
for pre- andpost-processingof requisitions.Whenthe usertime initiates,CRONO

will usetwo scripts:oneof themcontrolledby theadministrator, andtheotherby the
useritself. This mechanismis very useful,for example,to automaticallygenerate
MPI [5] machine�les. Whenthetime of a useris over, two postprocessingscripts
will beusedin thesameway. Userscaninteractto thesystemthrougha graphical
interfaceor usingcommandsin theshell (bash,tcsh,etc). Severalservicesaresup-
portedfor usersandthesystemadministratorlike: informationabouttheallocation
queueand on accessrights, submissionof executionjobs, requeststo releasethe
resourcesandcon�gurationof theexecutionenvironment.

4 Crono's Ar chitecture

The CRONO's architectureis composedby the following four modules,which will
bedescribedin moredetail in thefollowing subsections:

� TheUserInterface(UI) is themainentranceto theclusternodesandis com-
posedby severaltools;

� TheAccessManager(AM) is responsiblefor theauthenticationandtheveri-
�cation of accessrights;

� TheRequisitionManager(RM) doestheschedulingof theuserrequestsand
thepreparationof theexecutionenvironment;

� TheNodeManager(NM) is themodulerunningon eachnodeof thecluster
andits mainfunctionis to block theaccessto thenodes.

Thecommunicationbetweenthemodulesis donethroughthesocketsinterface
[6], thereforeallowing modulesto bein differentmachines.Moreover, themodules
are organizedlike a chain, that is, if the User Interfaceneedsto senda message
to the NodeManager, the messagewill passthroughthe AccessManagerandthe
RequisitionManager.

Interface
User Requisition

Manager Manager
Node

Manager
Access

Figure1: CRONO's architecture.

4.1 User Interface

The User Interfaceis responsiblefor providing interactionto the system,through
a graphicaluserinterfaceor the UNIX shell environment(like bash,tcshor csh).
Therearesevencommandsavailable:
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crqview for displayinginformation of the requisitionsqueue,like usernames,
startingand�nishing time,clustername,numberof nodesavailableandallo-
cationmodus(space-sharingor time-sharing);

cralloc for nodeallocationin the casethe userwantsthe resourcesassoonas
possible;

crrls for nodereleaseor cancellationof anuserrequest;

crnodes to obtaina list of nodeswhich theuserhasaccess;

crinfo for displayinginformationaboutthe clusterswhich the userhasaccess.
Theseinformationincludeaccessrights,numberof clusternodes,specialpe-
riodsof use,maximumvaluesfor allocationandreservation,etc;

crnmc to executeoperationsdirectly on the nodesthat areallocated. The avail-
ableoperationsareprovided by the administrator, andthe usersmay obtain
which commandsareavailablealsowith this command.An exampleof user
operationcouldbekillp to kill all processesrunningon thenodes;

crsetdef to de�ne andsetenvironmentvariablesfor themostcommoncommand
parameters.In thecaseparametersareomittedthesystemwill look for default
valuesin thesevariables.

4.2 AccessManager

The AccessManageris the moduleof CRONO responsiblefor receiving the user
requisitionsfrom the User Interfaceandvalidatethem,beforeforwardingthemto
the RequisitionManager, if necessary. The AccessManagerdaemoncanmanage
many clustersandmayusedistinctpoliciesfor eachthem.CRONO allowsthesystem
administratorto attributeaccessrightsto individualusersandgroupsof users.These
usersgroupsare not the samegroupsusedby Linux. For requestvalidation, the
AccessManagerusesthree�les: thegroups�le, theusers�le andthepriorities�le.
Thegroups�le is usedto de�ne thegroupsandis shown below:

##################################################
# group <group name>
# <user>
# <user>
# ...
# endgroup
# ...
##################################################
group master

lisa
bart
maggie

endgroup
group jedigroup

luke
leia
yoda

endgroup
##################################################
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Theusers�le containstheprioritiesfor theCRONO usersandusersgroups.For
usersnot includedin this �le, thesystemwill usethedefaultpriority. An exampleof
users�le is showedbelow:

##################################################
# priority <number>
# <user>
# <user>
# ...
# endpriority
# ...
##################################################
priority 1

master
stelmar
homer

endpriority

default 10
##################################################

Thepriorities�le de�nes thepoliciesfor clusteraccesscontrol.Theadministra-
tor cande�ne themaximumtimeandnumberof nodesfor allocationandreservation.
Furthermoreit' s possibleto de�ne specialperiodsfor usingthecluster, henceeach
priority canhavetwo de�nitions, onefor normalperiodsandtheotheronefor special
periods.For example,it' s interestingto extendthetime andnumberof nodeslimits
at weekendandat night, whentherearefewer usersrequeststo theresources.The
following priorities�le exemplify sucha de�nition:

##################################################
# PN=> priority number
# T=> type(normal[n],special[s])
# MTA=> max time allocation
# MTR=> max time reservation
# MNA=> max nodes allocation
# MNR=> max nodes reservation
##################################################
# special
# <week day> <initial time>-<final time>
# <week day> <initial time>-<final time>
# ...
# endspecial
#
# <PN>.<T>.<MTA>.<MTR>.<MNA>.<MNR>
##################################################
# Period of day and week that
# has a special treatament
##################################################
special

sun 00:00-23:59
mon 00:00-8:00
tue 00:00-8:00
wed 00:00-8:00
thu 00:00-8:00
fri 00:00-8:00
sat 00:00-23:59

endspecial
# Priorities
1.s.60.180.16.8
1.n.30.0.8.0
10.s.30.0.8.0
10.n.15.0.4.0
##################################################

After theAccessManagerdaemoncheckstheses�les, it forwardstherequestto
theRequestManagerif necessaryor sendsa messageto theuserinforming thatthe
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userdoesn't haveaccessto therequestedcluster.

4.3 RequestManager

The RequisitionManageris the CRONO moduleresponsiblefor schedulingthe re-
questsauthorizedby theAccessManagerandpreparingtheexecutionenvironment.
This modulehastwo sub-modules:the scheduler, which allows space-sharingand
time-sharing,andthe environmentsetup tool, which runsscriptsbeforeandafter
theuserallocationtime. Thenext subsectionsdescribeeachof thesub-modulesin
detail.

4.3.1 Scheduler
Therearemany schedulingalgorithmsalreadyavailable that could be usedin the
CRONO scheduler, like ShortestJob First (SJF),LongestJob First (LJF) or First
In First Out (FIFO). However, thesesalgorithmshave problemsto copeef�ciently
with theallocationmodesavailablein CRONO. TheRequestManagertriesto make
good useof available resources(time andnodes)that would be wastedusing the
First In First Out algorithm, but without injure the usersthat are alreadywaiting
for resources.If an userexpectsto be attendedat a speci�c time, this userwill be
attendedin the worst casein that time. The schedulingpolicy implementedin the
CRONO scheduleris basedon theFIFO schedulingandcanbeunderstoodthrough
two examples.Theseexamplesarebasedon a requisitionssequenceof eightusers,
as shown in Table 1. The systemadministratorde�nes the maximumnumberof
usersthatcansharethesamenodeat thesametime (time-sharing).In thefollowing
examples,this valueis setastwo, andtheclusteris composedby eightnodes.

User RequisitionTime RequestedTime(min) Nodes AccessType

U1 8:00 15 3 Exclusive
U2 8:03 10 8 Exclusive
U3 8:05 2 5 Shared
U4 8:05 5 4 Shared
U5 8:18 10 5 Exclusive
U6 8:20 5 7 Exclusive
U7 8:22 7 1 Shared
U8 8:22 10 2 Exclusive

Table1: Exampleof usersrequisitions

Figure2 illustratesthe requestsqueuefor Table1usingtheFIFO algorithm. In
this graphwe observe the resourcesthat could be usedwithout increasethe atten-
dancetime of theuserswho still do not own the resources.Thesequenceof users
andscheduleroperationsareshown in theTable2.

After 55 minutes,all requestswere attentedand the resourceswere released.
With the intentionto reducetheamountof wastedresources,the FIFO policy was
modi�ed to allow somerequeststo overtake a waiting requestonly in thecasethat
theexpectedtime of attendanceof theblockedrequestwill not beexceededby this
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Figure2: QueueusingtheFIFO scheduler.

behavior. Figure3 showstheutilizationof theresourcesusingtheCRONO scheduler,
for thesamerequisitionsof Table1.

In this secondcase,the requisitionsof usersU3, U4, U8 andU7 overtake the
otherusers,asshown in Table3.

As we cansee,theresourcewastewasminimized,sinceall theusershave been
takencareof in 40minutesinsteadof 55minutes.Whena requisitionis readyto be
attended,theenvironmentshouldbepreparedto theusers,asexplainedfollowing.

4.3.2 Envir onmentsetup tool
It' s interestingto executesometaskswhentheusertime startsandwhenit �nishes.
Thissub-moduleof theRequestManageris responsiblefor doingthesetasksthrough
four scripts:

� Themasterpre-processingscript(MPREPS)is usedby theadministratorand
de�nestheoperationsthatareexecutedwhentheusertimestarts;

� The masterpost-processingscript (MPOSTPS)is usedby the administrator
andde�nestheoperationsthatareexecutedwhentheusertime �nishes;

� Theuserpre-processingscript (UPREPS)is usedby theuserandde�nes the
operationsthatareexecutedwhentheusertimestarts;

� The userpost-processingscript (UPOSTPS)is usedby the userandde�nes
theoperationsareexecutedwhentheusertime �nishes.

Both theusersandadministratorscriptsarede�ned for eachclustermanagedby
thesystem.This is very useful,for example,whenmultiple clusterswith different
interconnectiontecnologiesaremanaged,likeFast-Ethernet,Myrinet [7] or SCI [8].
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OSTime Operations AttendanceTime

8:00 U1 makesa requestandU1 is attended 8:00
8:03 U2 makesa requestandwait 8:15
8:05 U3 andU4 make a requestandwait 8:25
8:15 U1 releasestheresourcesandU2 is attended -
8:18 U5 makesa requestandwait 8:30
8:20 U6 makesa requestandwait 8:40
8:22 U7 andU8 make a requestandwait 8:45
8:25 U2 releasestheresourcesandU3 andU4 areattended -
8:27 U3 releasestheresources -
8:30 U4 releasestheresourcesandU5 is attended -
8:40 U5 releasestheresourcesandU6 is attended -
8:45 U6 releasestheresourcesandU7 andU8 areattended -
8:52 U7 releasestheresources -
8:55 U8 releasestheresources -

Table2: OperationusingtheFIFO scheduler.

OSTime Operations AttendanceTime

8:00 U1 makesa requestandU1 is attended 8:00
8:03 U2 makesa requestandwait 8:15
8:05 U3 andU4 make a requestandovertake U2 -
8:07 U3 releasestheresources -
8:10 U4 releasestheresources -
8:15 U1 releasestheresourcesandU2 is attended -
8:18 U5 makesa requestandwait 8:25
8:20 U6 makesa requestandwait 8:35
8:22 U7 andU8 make a requestandwait 8:40
8:25 U2 releasestheresources,U5 is attended,U8 andU7 overtake U6 -
8:32 U7 releasestheresources -
8:30 U4 releasestheresourcesandU5 is attended -
8:35 U5 andU8 releasetheir resourcesandU6 is attended -
8:40 U6 releasestheresources -

Table3: OperationusingtheCRONO scheduler.

Hence,it' s necessaryto createspeci�c machine�les for eachenvironmenttheusers
programscanuse.

Besidesexecutingthe pre-processingscriptsat thestartingtime of a allocation
request,CRONO sendsa messageto theusersthroughthe tty terminalinforming
thattheresourcesareavailable.Becauseusersareusuallyaccessingwith morethan
oneterminal,CRONO usestheutmp �le to discover theterminalwith theleastidle
time,andsendsthemessageto that terminal.This is donebecausethereis a greater
probabilitythattheuseris readingthatterminal.

4.4 NodeManager

The NodeManageris the CRONO moduleexecutedon eachnodeof the managed
clusterandit is responsiblefor theaccesscontrolandtheexecutionof someopera-
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Figure3: QueueusingtheCRONO scheduler.

tionson thenode.

4.4.1 AccessControl
Sometimesusersareonly debuggingtheir programsanddo not needtheexclusive
accessto the allocatednodesand sometimesthey needexclusive accessto make
someperformanceanalysis.Therefore,it' s necessaryto provide space-sharingand
time-sharingallocationsto make a betteruseof theavailableresources.To control
the accessto the nodesin both cases,CRONO modi�es the login.access and
hosts.equiv �les whena userallocationtime startsandwhenit �nishes. When
a login processis doneonanode,thelogin.access �le is veri�ed to allow or to
block theuseraccess.However, modifying the login.access is not enoughto
protecttheaccesson a nodebecausetheuserscanexecutetheRemoteShell client
(rsh ) to executecommandsonthenodeswithout thecompletelogin process.In this
casethelogin.access �le is ignored.To solve this problem,it' s alsonecessary
to modify the hosts.equiv �le on the nodeand usethe option to ignore the
.rhosts �le in thehomeuserdirectorywhenstartingtheRemoteShellserver.

4.4.2 Executionof Operations
Theadministratorcande�ne a setof operationswhich canbeexecutedby theusers
throughthe crnmc command.The usercanexecutethe operationon all allowed
nodesor a groupof de�ne nodes.An exampleof suchoperationcould be killing
theprocesseson thenodes,installinga kernelmodule,or someotheroperationonly
doneby theadministrator.
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5 Crono Installation and Con�guration

Whenimplementinga clustermanagementsystem,a dif�cult issueis to provide a
good level of con�gurability without increasingthe complexity of the installation
andcon�guration procedures.Oneof the major advantagesof CRONO is the sim-
plicity of theseproceduresmaintainingagoodlevel of con�gurability. To show how
simpleis to install andcon�gure CRONO, wedescribein thefollowing sectionthese
proceduresfor a typical environmentwith two clusters(two of the threeCPAD [9]
clustersfrom Figure4, the16 nodesclusteramazoniaandthe4 nodesclusterpan-
tanal).Thesystemmodulesfor theexampleenvironmentarealsoshowedin Figure
4. For this casewe will have oneAccessManagerrunningon the frontend,two
RequestsManagers(onefor eachcluster)andoneNodeManageron eachnodeof
theclusters.Thefollowing itemsdescribethecon�gurationandinstallationstepsfor
this example:

1. Downloadthe�le fromhttp://www.cpad.pucrs.br/crono/crono-
vXXX.tar.gz , whereXXX is theCRONO version;

2. Unpackingthe tar �le shouldproducea singledirectorycalledcrono-XXX,
containingthe GNU GeneralPublic Licence,Changelog , INSTALL �les,
andthebin , docs , etc , sbin andsrc directories;

3. Before the compilation,somedefault con�gurationscanbe modi�ed in the
src/misc/misc.h . Adjust themasnecessary. To compileCRONO change
to thesrc directory, typemake to build andmake install to install it;

4. After that,youwill havethefollowing programs:
The User Interfaceprogramsin the bin directory. The AccessManager
(cramd ), RequestManager(crrmd ) andNodeManager(crnmd );

5. AssumingthatCRONO wasinstalledin the/usr/local/crono directory,
thecon�guration�les will bein /usr/local/crono/etc/ directory, and
we'll call it DIRCONF. TheDIRCONFstructureis:
<dirconf>/
amconf - this �le containsthehostnameandportnumberof theAccessMan-
ager
<cluster1>/ - con�guration�les for cluster1
<cluster2>/ - con�guration�les for cluster2
...
...

For eachclusterdirectorywe have nine �les, which will be explainedin the
following items.

6. In theconfig �le arede�ned theserver portsandhostnames,theshareop-
tion, whichde�nesthenumberof usersthatcanshareanodeat thesametime,
thesingleoption,which ignoresthefunctioncalls thatcommunicatewith the
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NodeManager(usefulfor testpurposes,whenafunctionalclusteris notavail-
able).File locationsof queue,log andreservemustalsobede�ned in this �le.
An exampleof config �le couldbe:

################################################ ####### ######## ##
# CLUSTER: amazonia
################################################ ####### ######## ##
# Server ports
amport=7001
rmport=7022
nmport=7004
# Server hosts
amhost=frontend
rmhost=frontend
# Share Option
share=4
# Single Option
single=off
# Log File
logfile=/usr/local/crono/var/log/crono_amazonia. log
# Queue File
queuefile=/usr/local/crono/var/queues/crono_amaz onia.qu eue
# Reserves File
reservesfile=/usr/local/crono/var/queues/crono_a mazonia .reserve s
################################################ ####### ######## ##

7. Thegroups , priorities andusers �les weredescribedin section4.1;

8. Thenodes �le hasthehostnamesof theclusternodes.Thelogin.access
andhosts.equiv �les aretheoriginal�les of theLinux system;Thempreps
andmposts �les arethe MasterPre-ProcessingScript andPost-Processing
Scriptrespectivily. Ourmpreps hasprogramsto createtheusermachine�le
for MPI environmets:

################################################ ##
#!/bin/sh
# Master Pre-Processing Script
# $1=<user id>
# $2=<cluster name>
/usr/local/crono/bin/crmachmpiether -u $1 -c $2
/usr/local/crono/bin/crmachmpigm -u $1 -c $2
################################################ ##

9. Finally we have the commands �le, which de�nes the operationthat users
canexecuteusingthecrnmc command.In ourenvironment,wehavede�ned
only thekillp operationto kill theuserprocesses:

################################################ ##
# Commands file
# $1=<user id>
killp: skill -KILL -u $1
/usr/local/crono/bin/crmachmpigm -u $1 -c $2
################################################ ##

10. After settingupthecon�guration�les, juststartthedaemons.In frontendma-
chinestarttheonecramd andtwo crrmd :
$cramd amazonia pantanal
$crrmd amazonia
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$crrmd pantanal
On theamazonianodes:
$crnmd amazonia
On thepantanalnodes:
$crnmd pantanal

6 UsingCrono in Production Mode

For the last 6 monthsCRONO is beingusedto managethe threeLinux clustersin
our researchlab. Accessto theclustersis centralizedtroughonehostmachinethat
runsoneAccessManagerandthreeRequisitionmanagers,onefor eachof theclus-
ters.Eachnodeof theclustershasits own NodeManager. Eachclusterhasits own
peculiarities,having a differentnumberof nodes(4, 16,and32) anddifferentinter-
connectionnetworks(combinationsof SCI,Fast-EthernetandMyrinet) asshown in
Figure4.
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Figure4: CRONO modulesonCPAD.

We alsosupportseveralprogramenvironments,includingdifferentMPI imple-
mentationsandsomeown developedexecutionkernels.With simplecommandslike
cralloc , crcomp andcrrun userscanchoosethecluster, thenumberof nodes,
the target interconnectionnetwork and the programmingenvironmentthey want.
CRONO will automaticallygeneratemachine�les, choosetheright librariesfor the
compilation,load the processesandstart the program. Becausewe have different
typesof users,accessrightswerede�ned for eachuserdependingonstatus,project,
target machineandday periodseparately. A studentmay have, for example,only
accessto thesmallclusterduringthepeekhoursandto 16nodesof themaincluster
duringthenight. Thesystemis runningover theLinux Slackware8 distributionand
is alreadyvery stable.We developedthesystemin a way that it canbeeasilycon-
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�gured to work with otherclustercon�gurationsanda differentsetof tools. More
informationaboutCronocanbefoundatwww.cpad.pucrs.br/crono together
with its sourcecodethatis distributedundertheGNU license.

7 Conclusion

In thispaperwedescribedthefunctionalityandthearchitectureof anew opensource
clustermanagementsystemcalledCRONO. CRONO wasdevelopedin our research
labto beahighly con�gurablesystemthatsupportsmid-sizeLinux clusterswith dif-
ferentcon�gurationsandnetwork interconnections.Beingusedfor thelast6 months
in productionmodeCRONO is alreadyvery stableandis beingupdatedconstantly
with patchesandnew features.We believe CRONO is alreadya verynicealternative
to morecomplex systemslike CCS,DQSandPBSfor smallresearchlabs,like ours
particularly, whenthemainfocusis on controllingtheaccessprivilegesof different
machinesandgroupsof usersindividually with a low maintenancecost.
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